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Introduction 

 

A virtual get together was hosted for Chamber of Commerce members by 

the Regulatory & Compliance Advisory team at DQ Advocates.  The 

meeting focused on the issues of risk management and data protection 

and DQ would like to thank attendees for their collaborative discussion 

and sharing of best practice. 

 

Contact details for the team are as follows: 

Sinead O’Connor – sinead@dq.im 

Kathryn Sharman – Kathryn.sharman@dq.im 

Mike Nudd – Michael.Nudd@dq.im 

 

 

 

Pandemic Risk 

 

It was discussed that the current environment presents pandemic risk and 

it was acknowledged that it is unlikely that pandemic risk has previously 

been featured in risk assessments. Accordingly, risk assessments should 

be updated to reflect pandemic risk and the impact it has on the business, 

for example changes in policies to reflect any revisions to processes as a 

result of the pandemic. Risk assessments should include new technologies, 

reliance on the internet and how these risks are heightened while working 

from home.  

 

It may also be necessary to contact the business’ insurer. Working from 

home or other subsequent changes in the business and its processes may 

fundamentally change the business model. This in turn could affect the 

business’ insurance so it is important to contact your insurer to advise 

them of any significant changes. 

 

 

Working from home – the challenges 

 

It was agreed that working from home presents many challenges. The 

first challenge discussed was ensuring data security remains in place 

while working from home. Data security examples mentioned during the 

meeting included shredding processes, laptop/document access security 

and a clear desk policy. 
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A best practice recommendation to address the challenges presented by 

working from home is having a documented and approved working from 

home policy. It was discussed that such a policy is useful for outlining the 

data protection and data security arrangements that staff must follow. A 

policy can also be useful to protect staff welfare, by detailing work load 

expectations, hours of work and the taking of regular breaks.  

 

Another challenge discussed was managing the potential for additional 

risks created when working from home. One example of such a risk was 

the possibility of two people working in the same space in their 

household when they work for different or competing firms and have 

access to confidential or sensitive information. It was recommended that 

businesses are aware of such situations and document how the risks are 

being managed.  The management of such risks could be included in a 

working from home policy.  

 

Businesses discussed the impact of these challenges. Some businesses 

noted that the pandemic had led to a significant change in their processes 

or the introduction of new technologies like e-signatures.  

 

 

Electronic CDD and E-signatures 

 

Businesses discussed their collective approaches during the pandemic. 

Some noted the introduction or increased use of e-signatures or other 

forms of electronic CDD.  

 

Third party acceptance of such electronic CDD was also discussed. It was 

noted that Banks seem more comfortable with accepting electronic CDD. 

There was also discussion on what Banks may or may not accept. It was 

recommended that businesses should contact their Bank and seek advice 

on what they will or won’t accept.  

 

 

Documenting Exceptions 

 

It was noted that during the pandemic, exceptions to processes may be 

made. If such exceptions are made, they should be clearly documented. A 

decision log was recommended for this purpose, in order to document any 

changes and the basis for them. Documenting exceptions allows for a 
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clear collation of steps taken during the pandemic, which will be useful 

when formally updating governance and risk frameworks.   These 

frameworks may be subject to review by Regulators or accreditation 

bodies and so being able to show an audit trail as to changes and the 

reason for them will be crucial.   

 

 

Personnel Risks 

 

Businesses should be aware of the personnel risks which the pandemic 

and working from home may pose. Risks include staff burnout, loneliness 

and issues in work handover. It was discussed that there is no one size fits 

all approach to these risks. One way to mitigate is to check in regularly 

with staff on a one to one basis. Another mitigation is to encourage staff 

to take regular breaks throughout the day to guard against fatigue or 

burnout.  

 

Thought must also be given to the future personnel risk of the return to 

work and how this will be incorporated into the risk framework. Other 

personnel risks to consider include staff ability to log on and other 

technology or internet risks.  

 

 

Staff Communication 

 

Communication to and with staff was discussed. Key decisions within the 

business need to be clearly and effectively communicated to staff.  The 

use of a “Frequently Asked Question” sheet may be beneficial for staff 

communication and support. The use of a “Governance Framework” to 

highlight the current governance process and how decisions should be 

made may also be beneficial for staff communication.  

 

The HR process during the pandemic should also be clearly 

communicated with staff. Staff should be aware of how to apply for sick 

leave or holidays when necessary. The risks of staff accruing a large 

amount of holiday should be considered, and where possible staff should 

be encouraged to use their holiday allowance during the pandemic.  
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It was discussed that there is an inherent public relation risk in failing to 

communicate with staff properly, as demonstrated with recent negative 

news stories regarding some global businesses.  

 

 

IT Security 

 

Consideration should be given to the security of new IT systems or 

technologies such as Zoom. All security steps should be taken where 

possible, such as a risk assessment and secure passwords. Businesses 

should also be aware of the heightened risk of hacks or phishing attacks 

and how to mitigate these remotely. Steps should be taken to ensure staff 

are aware of these risks and staff should be reminded that they should not 

post unnecessary personal information online that could result in a hack.  

 

 

Data Protection 

 

Businesses should recognise the data protection risks arising, including 

the increased risk of a data protection breach while working remotely. 

Staff should be encouraged to report breaches and senior management 

should be aware of the heightened risk of staff failure to report data 

breaches due to working remotely and the perception that perhaps the 

breach will go undetected.  

 

It was recommended that Data Protection Impact Assessments should be 

used where possible. The assessments should be used regarding new 

technologies or other newly introduced aspects to the business.  

 

The business should be aware as to whether it is handling any new forms 

of data or increased amounts of data. The pandemic means businesses 

may now be processing more staff health data or travel data than prior to 

the pandemic. Businesses should be aware of this and ensure that privacy 

notices reflect this accordingly.  
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Business Continuity Plans (BCPs)  

 

The pandemic has impacted businesses in such an untold way, that their 

BCP may no longer be fit for purpose. Steps should be taken to update 

the plans and ensure they now reflect the current reality the business faces. 

The BCP should also identify who within the organisation constitutes a 

key or critical worker.  

 

 

Financial Prudence 

 

Businesses should be aware of their financial position and the 

surrounding governance. Careful consideration should be given to taking 

value out of the business through for example dividend payments. 
 


