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© STEPS TO CYBER-SECURITY:

BACKUP YOUR DATA

Backing up your data regularly, and testing restoration will reduce the impact and
inconvenience of any data lost from theft, physical damage or malicious software
such as ransomware.

IDENTIFY THE FILES
TO BACKUP

Ideally, you should consider complete backups
of systems and data but if this is not practical,
decide what data your organisation needs to
keep running and how often this data should be
backed up.

Before backing up your data, you also need to
think about where the backups will be stored,
how accessible they are and the repercussions
in the case of a breach, particularly if storing
personal and sensitive information.

/ Store backups securely, in a location
where there is a low risk of physical
damage and theft. This should be away
from your original data.

\/ Encrypt the data - many external hard
drives and cloud services provide this
feature.

\/ Consider following the '3-2-1' rule for
backing up data:

3 copies of data.

2 different backup mediums,
e.g. external hard drive,
CD's, cloud.

1 backup stored off-site,
ensuring that it is offline/
disconnected from the network.

DISCONNECT
BACKUPS WHEN
NOT IN USE

Every time the process of backing up has been
completed, backup devices must then be
completely disconnected and isolated from the
device storing the original data.

CONSIDER USING
THE CLOUD

Using a cloud backup service

means your data will be stored

in a separate location (off-site),

which can be accessed and used to
restore your systems whenever required.

Many different cloud storage solutions exist but
when researching the right service for you, ensure
that your selected solution features backup
capabilities. Regular cloud storage solutions may be
permanently connected to your network and also
be affected by malware if there are no back up
protections.

If you have any concerns, or have been affected by a cyber-related issue, report it to the
Office of Cyber-Security and Information Assurance (OCSIA) by submitting a Cyber Concerns
Online Reporting Form at www.gov.im/ocsia.
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